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POLICY ON CYBER SECURITY AND CYBER RESILIENCE

Introduction

DetaiLs on the Profl e ofthe Dayco Securiti€s Pvt Ltd
Ji" . 

,. _.

Baltffsu[d

SEBI has issued circular No. SEBI/HO/MIRSD/C|R/PB/2O1a/147 dated December 03, 2018 and

SEBI/Ho/M RSD/DOP/ClR/P/20L9/IAg dated October 1s, 2019, providing guidelines on Cyber

Securlty and Cyber Resilience. The objective of the said circular is to adapt to the rapid techno ogical

deveopments in securities N.,larket which hav€ highlighted the need for robust Cyber and Cyber

Resllien'ce at the eve of Stock brokers/Depository participants who are performing signlficant

furctlons in providing ieivites td th! holder of SecLrrities.

ln order to proiect the integritv of data and guard against breaches of Privacy and to comply with

the app lcable_regulations Dayco Securities Pvt Ltd has framed a policy for implementation to meet

, Circ! ar sha lbe effectivd from April 1, 2019-

Lt is observed that the leve of cYber-attaaks and thraais attempt to compromise the Confidentiality,

lntegrity and availability (ClA) of the coarputer sYsiems, networks and databases (Confident;a itv

refers to limiting access of systems and information to authorized users, lhtegrity is the assurance

. that the information is reliable and accurate, 5hd AvailabilitY refers to guarantee of reliable access to

. r the svstems and information bY authorized users) Cyber Resilience is an organi.ation's ability to

prepare and respon! to a cyber-attack afid to continue operation during, and recover from, a cyber

I llral

Accordinqlv the followinq Policies & Procedurei have been put in Dlacet

Governance

Risk management framework to mrnage risk to systems, networks and databases from cybeF

attacks and threats.

/VoaerThs s a Compuler ge.eraled slalement and tneedsnosgnat!E lfthere s any discrepancy
c ents shou d brinq I to the no1 .e ol Day.o Secu rit es PVT. LTD W th n one month from the dale of the Statement



2fio Securiries Pvt Lid.

Prond ti67 5066 a07:; 5075 . .:i 913322261.;eEri: .cr'ar'a4daJc.
:" ' o o -

i\rs5r i\ Dp.NslL.25:.7 rUC;r SX .lt :eorocr: tssE cDl NE0r07

dentify, assess, and manage Cyber Security risk associated with processes, information,
networks and systems:

; 'ldentify' crltica lT assets and rlsks assoclared with such assets.

, ; 'Protect' assets by deploying suitable controts, tools and measures.
l-. > 'Detect' lncidents, anoma ies and attacks through appropriate monitoring toots/processes.

; 'Respond'bytaking immediate steps after identification ofrhe incident, anoma y orattack.
> 'Recover' from incident through incident management and other appropriate recovery

mechanisms.

As a Stock broker trading through Apts bas€d termina or acting as a depository participants

shdu d refer best practices from internationat standards jke tSO 27001, COBTT 5, etc., or their
subsequent revisions, if any,Jrom time to time.

; ISO 27001 is an internatjonal standard for the estabtishmeni, Lmptementatron, matntenance,

and continual improvement of an lnformation Securiry Man.gement Systernj.The standard k

for the rnanagement.and governance of information technology (tT). ... Achieve strategic

goals by using lT assistance. M.intain operational excellerce by using technotogy effectively.

Keep lT-related risk at an acceptable Ievel.

t The main benefit of implementing ISO 27001 is a systemic lnformaiion Security

Management System that helps wiih the identific.tion of crjtic. tnformation, the

information security risk assessment of the system, .nd the implementaiion of s€curty

contro s, allofwhich help to createa secure culture in the organization.

t SO 27001is beneficialfor the organization in terms of its security.

- lre - !e CCBIT 5 o|rciple . are:

r lvFerrrglr!reho oe reeos
. cove': 

'g 
tl e er le pr se e'ro ro erd

. App ying a slngle integrated framewcJrk

. Enabling a holistic approac6

. Separating governance from management



tlclru orl 7 Lrr:: ri3,.e. (ir:ta 7n: cr. :h.:e :r:3,.3.a2
Cr.i cf, rr:l fi:( SL.rlr nrkir:

79do Secu,lrles Pur Lrd.

ldentilication

'Protection

!i,: .o.Ia.rat.r:r!o ,., a.oii rebs:.
s:9 it.! [.i r]sr rll 2lr:,'!rr:,5 aSE \3 ii07!t/31 asl rb
NSOL N --I'NSDL 2A

We have designaied Mrs Aditi Day Nundy to assess, identify, and reduce securlty and Cyber

Securlty risks, respond to incldents establish appropriate standards and controls and direct the

€stablishment and imp ementation of processes and procedures as per the Cyber Security Po icy.

A reporting procedure has been designed to faclitate comrnunicaiion of unusual activities and

events to the Designated Officer in a t me y manne,, .
The de'signated officer and the technology commltiee wi I periodically review instances of cyber-

attacks, lf any, domesticaly and g obally, and take steps to strengthen Cyber Security and cyber

rpsili.n.e framework

we have identified critical assets based on their Sensitivity and critlca ity for business

operations, services and data management. IVlaintenance of up to date inventory of the

hardware and systems and the p€rsonne to whom these have been issued, software and

information assets {interna and external), detais of ts n€twork resoLrrces, connectLons to its

n€twork and data flows. Accordingly identify cyber risks, along with the li\elihood of such

threats and ,inip,9ct.,qn.the.rb!sine55 and thereby,ldepioy controls comrnensurate to the

i-r{a ).

Any access to systems, app lcations, networks, databases, etc., should be for a deflned pLrrpose

and for a defined perlod. To identify the access we have granted access to LT systenrs,

app lcations, databases and networks on a need-to_Lrte basit and b.sed on the pr nc ple of east

privilege. lmplehent an access policy which addresses strong password controls for users' access

to systenrs, app lcatlons, networks and databases.

Employees and outsourced staff such as enrp oyees of vendors or servjce providers, who may be

glven authorizqd access to the criticaL systems netwo ls and other computer resourcet, should

be subject to siringent Supervision, monitor ng and access restrictions.

Phvsical Securitv:

Note i Thls ir a Complter !jeier6r..l
c eni: shoud b' ng t l. rh. notr.. ofDayc.

statenr.nl and I needs n. sigratLire ilhere
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. Physlcal access to th€ crltical systems should be restricted to mlnimum and only to authorized

offic a s. Physical access of outsourced stafi/vlsitors shou d be proper y supervised by ensuring at

the minimum that outsourced staff/visitors are accon-rpanled at altiries by authorized

. employees.Accessshouldberevokedimmediatelyifthesanreisno onger required.

.r. Qff:ce premises should be physlcally secured and monitored by security guarq.

Network Securitv Manaeement:

As a Stock Brokers / Depository Participants we have established baseline standards to facl itate

Consistent application ot securlty configLratiofs to operating systems, databases, Network

devlces and enterprlse mobile devices within thelr lT envlronment. The LAN and wireless

networks shou d be secured within the prenrlses.

Adequat€ controls must be deploy6d to addr€ss vjrus / rnalware / ransom ware attacks.

Data securitv:

aaL l.ar N. |SE r3 2aiJiflrrj5 E:a N: a.il:-3r csa Nu
rr:rar \ r; NSSL 2! !7 Lra)i :l

Strong encryptioo methods to be used for identifylng and encrypting the critical data. The

confidentialiti df jiif6inia:lctn is:.noi compro6lsed dlring the process of exchanging and

tr.nsferring lnformatlon wlth extern.l parties. The inforrnation security po icy should a so cover

use of devices such as moblle phones, faxes, photocopiers, scanners, etc-

Hardeninq of Hardware and Softwarei

Shou d deploy hardened hardwar€ / softwqre, including replacing default passwords with strong

passwords and disab lng or removing services identifled as unnecessary for the flrnctionlng of

the system. Open ports on networks and systems which are not in use shou d be b ocked.

Aoplication securitl in customer Facine Applications:

. applicatlof sec!rity for Customer facing applications offered over the lnternet such as lBTs,

poral5cortJi'l1g er,l\eo pi.areirtormdriondr o Bdcl offiLe "pp icatiolg are paramor 'lr r '

they carry significant attack sudaces by virtue of belng avai able public y over the Intern€t for

mass use. Measures to be taken for appllcations.

,{ore: Th,s s. Conrp!ter!.nera:ei sl.lenr:rrl and ll nee.s.. e,gnaiure ltlrere:anyds.rEF.i.y.
.eitsshouCbrnrr tl.trenatceofDa.i.oSecLrlesPV-rLTD r"r,'ih n.ne monlh fr.n lte d.te.l tlre Si:lemer:
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Pat.h manasement:

. Patch rnanagement procedLrres should include the identificatlon' categorlzatlon and

. prioritization of patches and updates An implementation umeframe for each category of

!' 'patchea,should be established to apply ihem ln a timely manner' Testing t8 be performed on

securlty patches and updates, where posslble, before deployment into the produciion

environment so as to ensure that the applicatlon of patches do not impact other systems

Disposalofdata, svstems and storaqe devicqs:

and systerns. The critlcal data / Lnformation on

by using methods such as crYpto shredding /

Regulary conduct vulnerabillty assessment to detect securitY vulnerablllues in their LT

- rv rorrerr\ e,Po,ed io he' rternet

Syst€ms which are publicly availab e over the internet should also carrv out penetratlon tests' at'

teait once a year, tn order to conduct a-n in depth evaluation of the security posture of the

system through simulations of actual attacks on lts systems and networlis thdt are exposed to

the internet. AdditionaLly pedorm vulnerabiity scannlng and conduct penetration testing pr or

to the commissjoning of a new system that is accessible over the lnternet

Establish appropriate security monitoring.systems and processes to faciLitate continuous

monitoring of securlty events/ alerts and timely detection of unauthorised or malcous

aL t \rr'Fs, r ,ldLtl.o i-ed cna,lBe) LlaLlnor'\edd((essrnd JcdJtl^o ised copy 1g or r-".lsmi+:on

I

Al"o

ldentify a Policy for dlsposaL of storage media

such devices and systems should be removed

Nore: Th s ls. compltcrsenerated slateme'l "d fthere s 
'nv 

n:'@pen'v
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of data / information held in contractua or fiduciary capacity, by interna and external parties.

The seclrrity logs of systems, applications and network devices exposed to !he internet should

also be monitored for anoma ies.

a' 'Ensure-hish resiLience, high avallability and timely detection of attacks on sylems and-neiworks

exposed to the internet, implement suitable mechanisms to monitor capacity utiiization of its

critjca systems and networks that are exposed to the internet, for exarnple, controls such as

firewalls to monitor bandwidth usage.

**:-tr-e.!d-B.qq9!.9e

. A erts generated from monitoring and detecuon systems shou d be sultably investigated in order

to d ete rm ine -detivitigs thai are to be perfornred to prevent erpansion of such incident of Cyber-

artack or brealh, mitigate its effect and eredi.aie the in.ident.

. The resFctnse anq sh;uld have plans for the timely restoration of sysiems affected by incidents

.of cyberatta$qlr hreach6s, for lnstance, offering altqrtate. seryices or systems to customers.

st*t eiote',!i,iieiliiiirJti:4+i.6e'ii. sr''"rra t ave the s;m€ R6coveri riire objective (Rro)

and Recovery Point Objective (RPO) as specified bY SEBI for Market lnfrastructure lnsiiiuiions

vide SEBI circular clR/MRD/DMS/17l20 dated I une 22, 2012 as amended from time to time. '

Sharinq of lnformation:

Quarterly reports containing lnformation on cyber-attacks and threats measures taken to

mitjgate vulnerabil:ties, threats and att.cks incl!ding information on bugs / vulnerabilities /
threats that may be usefulfor other Stock Broker( / Depgsitory Participants.

Traininc end Fducation

Itlote r Ths s a Computer Cenerated stalemenl and t needs no sqnat!re ilhere rs anv discrepan.V
cl€nts shou d bring l to the nol.e of Day.o Seclrites PVT LTD Wth n one nronlh from lhe dale oitire SLatement
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. Fnilties should conduc't perlodic trainlng programs to enhance knowledge of lT / Cyber Security

Pollcy and standards among the employees incorporating up-to-date CYber Security threat

aLerts. Where possible, this should be extended to outsourced stafl vendors etc'

.r, - rn" tr.ulning programs should be reviewed and updated to ensure that the conte.nts of the

prog;;; remain current and re evant

Svstems manased bv vendors Mlls

. As a Stock Brokers / Depository Participants we have instructed the vendors to adhere to the

app lcab e guidelines ln the CYber Securiry and cyber Resilience policy and obtain the necessary

self-certlfications from them to ensure compliance wlth the pollcy guidelines'

Periodic:Audi!..r

. The Feriodicity of audit forth! purpose of compliance wlth cyber securiti and cyber Resilience

provisions forlepositoripartiaipants shali be annual '

. -rhe periodicilylqf audit.for !'1.9 compLiance with ih6 provisions of CYber Securitv and CYber

Resilience or&dio;i:l;iit&t niqG*, irietpeltivei of number of terminals and lolation

presence, shall be as under: (Type of stock broker as specified in sEBl circular

clR/MRD/DMs/34l2013 dated Noveqrber06, 2013)

For Type ll 'Annua

For Type Lll - Half-Year'

Nole:Ths s a Comouterqeneraled statemenl and I ne.ds no slgfal!'e Lltlrere sanvdscrepancv'
ce.lssho!dbringltothenotceoiDay.oSeclrlesPVTLTDt\r$.onemofthironlhedateoftheStaternenl
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Principles prescribed bv National Critical lntormation lntrastructure Protec-tjon Centre

dd--pc) of N"ti,"n"l r""l-i."1 R"r""r.h or*"nit"tion {NTRO)' Gou"tnt"nt Of lndi"'

. Protection of Critica Lnformation Infrastrlcture {Cll) ls of paramolrnt concern to governrnents

..,'-wordwide. To address thls threat, the Government of lndia has notified the'National Critlcal

tnforiil;tion Lnfrastructure protection centre'(NCllPC) as the nodal agentes vide eazette of

lndia notlfication on 16th lanuary 2014'

. NC IPC is driven by its mission to take ali necessary measures to facilitate protectlon of Critical

lnformation Lnfrastructure, from unalthorlzed access, modlfication' use' disclosure' dlsruption'

incapacitat]onordestrUct]on,through.oherentcoordination,sYnergyandraising]nformation
securjtY awareness among all stak€ho ders with a vislon to facilitaie safe' seclrre and reslllent

lnformationlnfrastluctureforCrit]caSectors]nthecountry'Toachievethjs,itiseslentialto
ensure that relevant securlty mechanlsrns are built lnto crltical Lnformation lnfrastructure as kev

o . 8n .eolLre5.

. The National SecuritY Advisor had in lulv 2013 released a document listing fortv controls and

correspondlng.guiding prlncipes for the protection of Clls ln vlew of the dYnamic nature of

cyberspace arid to ensure the continLred relevance of these controls' NCIlPC ls continuouslv

,"urres.lng tGlir b?:"d9!.or'lgqing gxperience as wellas feedback from Ncll constitLrents' these

controls havJLerart's;ii!iigo into'iiue:sett 1or tumllies) whiLe atl controls in a familv may not be

. r€levant to a particular oiganization / infrastructure, it is important that conscious sign off (on

both, coniroh lmplernenied, as well as dropped) is taken from senior manag€m€nr based ori

I e. dral r.r or( Fp.ao e Lo rre O'gda 'dI 01

The five families of controls ar€:

>P|ann]ngcontrosforensuringthaitheseculitylstakenasakeydesignparameterforal
-new 

Cl s at conceptualisation and deslgn Leve jtseLf

, lmp ement4tion Contro s for translating the design/conceptuaLisation planning inio

mechanism; for protecting the cll Th€se controls also come into play in case of retrofitting

::r ii!.r r!. Nsa N- r30 !iC:l: ;-qE !L friTallijr aa-t \b !:r|r
r,tslr! N t? N:aL 2!,)i risF aur Ntr,iri

exisung, unprotected/poorly protected Cll

OO"*Oonuf ao*-,t for ensuring that the desired securitY posture !s malntalned in the

operatlonaL environrnent These controls also come into piaY in case of retrofittjng existing'

Lrnprotected / poorly protected Cll

DisasterRecovery/BusinesscontinuityPLann]ng(BcP)controlsforensurlngfj]n]mum
downtlme and the r€storation process'
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> Reporting and Accountabiiity controls for ensuring adequate accountability and oversight

exercised by Senlor managernent, as well as reporting to concerned Government agencies

where required enforced through compliance controls

,.a . ln circumstances where a particular control may not provide the best fit, we as an oJganization

n€eds'to conslder compensatory controls which could also be procedural,to as to ensure that

the attacksurface presented bythe organization's lnforrnation lnfrastructure is minimized.

change in the Policy will be adopted as and when required by th€ companv and is binding on all

the Staff/Emplovees/and Directors of the Company.

Dayco Securities

Designated offic9r:Aditi DaV Nirndy
'rtrl

Dated:-09.07.2o20-
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